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NrrrNG Qrr!' DINrr CrruNG

Di0u l. Ph4m vi, tl6i tugng dp dgng
L Quy ch6 quiln li' va sir dlurg h0 th6ng th6ng tin rn4ng n6i b0 cua So

N6ng nghiQp vd PTNl'(grli tat ld rnang nOi b0)

2. Quy ch6 6p dsng A6i vOi cdng ch[rc, vien chirc c6ng t6c tai c6c phdng,
.ban, dcyn vt trrrc thu$c So trong viQc quan ly, su dyng h0 th6ng mang n$i b0

(l-AN), mang Internet vri k6t n6i msng WAN cua LJIIND tinh.

Di6u 2. 'th6ng ntr6t sri'dgng cric thu$t ngfr'

I 'l'hi0t bi c6ng nghQ thong tin. L.d toan b0 c6c trang thiet bi co li6n

qlran d6n c6ng nghQ thOng tin (CN'l'l') nhu: Mdy vr tinh (PC, Laptop, Sever),

m6y in, m6y quet, rnay chi0u, cdc loai o ghi dia CD vd I)VD, 6 c[rng, the nho

(t"JSU), camera s6, rn6y anh s6, thi6t bi clruy0n mach (hrrb, switch), tuong lua

(firewall), rnodem, hQ thOng cap rnang

2.'I'itt nguy€n ulang: l-a toiin b0 cac phAn rndrn dung chung chqy tren

mang nQi b0 cira So, g6rn: 'l'rang th6ng tin cliQn tu, c6c phAn rndm dirng chung

cua {JBND tinh vd B0 N6ng nghiQp vii P'l'N'l' (n6u co), hQp thu c6ng vu. cac

phAn rn6m, co so dir li0u duqc cai d6t trOn h0 th5ng rn6y tinh, c6c phAn rn€m
'chuy0n rn6n, nghiQp vu. chuy0n ng,dnh Nong nghiQp vii P'l'N'l'. ...

3. Ngucri su dyng Can b0 c0ng chirc, r,'iOn ch[rc tai c6c phdng, ban, don

vi So NOng nghiQp va I)'l'N't', slr dlurg cac thi6t bi CNT'I; dugc cAp tai khoiin

(Account) gdrn t6n nguiri sf dsng (tJsername) vd rndt khAu (Password) dC khai

th6c rn4ng LAN vd cdc tiii nguy6n rnang nQi b0 cua So th6ng qua mang [-AN,

lnang internet vd k6t n6i rnang WAN cua I.JIIND trnh.

4. Quan tri cry cptiur: [,a cOrre chirc, vr6n clttrc dr"rqc giao nhicnt vu rlttdtt

li he th6ng thiet bi C'N'l"l', duy tri s;r ho4t dong rnang rniiy tinh nai b0 tai Van

phong So N6ng nghiQp vd PTNT hoac tai aac dcrn vi trrrc thuQc; huong dAn

nguoi su dgng thi6t bi CNTT vd khai tlrac tdi nguyOn mang phpc vr,r cdng t6c.
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CIITI'()NG II
eunx Lf, stl'DuNG I\,{ANG n,tAY 'riNn

tli6u 3. Qurin ly mang miy tinh

Quan tr1 rnqng cua Vdn phong Scv vA clott vi trlrc thuQc co tr6ch nhigln

qlan ly thi0t bi. dir liqu tr0n rnay tinh cua co'quan; trgc ti6p theo ddi, gi6rn siit

viQc sir clgng cac dich vu lnang rn6y tirrh co qualt; cAp q,ry0n, phAn quyAn trtry

cfp cho c6ng chirc. viOn chirc k6t rrdr rniiy tinh vdro mang rn6y tirrh cua S<v

ho6c c6c dcyrr vl khac, su clgng thong tin phgc vu y6u cAtr cdng t6c theo huong

dArr k1, thuflt cfrtt cluan trj rrriutg

Di6u 4. 'l'ruy cf p vio m?ng nQi bQ

l. ViQc truy c4p vao rnang n$i b0 plrai rtr6t phat ttr y€u cAu phpc v1r

cdng tdc qudn ly, <ti0u hanh t6c nghidp ctia Scr vzi c6c dolr vi tryc thuQc.

2. ViQc dAt t0n, dit clra chi IP cho rn6y tirrlr phdi tuAn th[r theo quy dinh

tai khoan 4 Di€u 7 cia cluy clre nay.

3.'l'rtrir6g hgp co srr thay d6i vi tri lArn r,'iQc cia phong, c6 nhfin, viQc

giti ngrry|n hodc tlra1, doi cac tltatn so cla cai dat tr6n rnay tinh phai th6ng bao

den Quan tri nrirng cl6 ph6i hgp vzi bdo cdo LAnh dao sau khi thtlc hiQn'

4. ViQc sLr dyng c6c irng dlrng trdn m4ng rt$i b0 dtrgc quy dinh tai Di6tr

6 cira cluy ch6 niiy.

5. CA nhan truy sflp tir xa vao rn4ng nQi b0 So co triich nlriOrn bdo rnat

th6ng trn, th6n1l s6 t V thu0t kOt n6i rnang. Nghi6rn cArn vi0c cung cAp, dd l$,

truyOn thdng tin ra lr€tt ngoai.
(r Ddi vdi cac n[rt rn4ng vA rndy tinh u6i lnAng co nhieu ngtr<ri str dpng

thi m5i nguoi srr dsng phai co tai khodn ri6ng bao g6rn:

- l'€n ngtroi str dtlng (Userrrarne).

- Mat khau (Password).

- Chirc nang, phTrn vr su dyng cluqc cpry dinh cu tltO, rO rdng d6 qurin l!.
7. ViQc truy cpp vao rn4ng noi b0 thong qua thi6t bi wireless (wifi) tir

cac thi6t bi di dQng (laptop, srnartphone, tnay tinh bdng,...) chi phgc vg cho

c6c d6i ttrgng trong nQi b0 phong, ban, don vi trpc thu$c So. Trtrong hqp cAn

pfigc vu lrQi nghi, hc2i thao phai b6o Qudn tr! rnirng co quan cle ph6i hqp va d0

xu6t bi0n phdlr gidi c1uy6t.

Di0u 5. 1'ruy xu6t ra bOn ngoii
l. XuAt phdt tt' nhu cAu quarl ltr, cli6u hanh vd t6c nghigp cua So, qudn

trj rn4trg co trach nhiQrn t6ng lrqp trinh Lanh dao So vd rnqc dich, ly do, ph4tn

vi, nguoi chlu tr6ch nhiQrn, dta di6rn thr,rc hi6n vd dia di6rn mang b6n ngoai

cAn truy ruAt dcn.

2. ViQc truy xuAt ra b0n ngoai cArr phai darn bao cAc cluy dinlr sau: '

- Khong trao doi, truydn dAn thong tin nghiQp vp thu$c So qudn ly ducri

Uat ty hinh thirc ndo ra b6n ngoiri khi chua dtrgc LSnh dao So phO duyQt.
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- Khdng trao d6i thdng tin, dir li0u la tu bcn ngodi vdo rn4ng nQi b0 Scr

n6u chua duqc Quan tri rnSng kr0rn tra rI0 an toan lh6ng tin d6i vdi h0 th6ng

mang nOi b0 vd chua dugc sr,r dong -y cua Linh dao So.

- DOr vcii dich vrr internet: cac pltong, ban dtvn vi, can bQ, c6ng chirc,
vi0n chirc, ngtrcri lao clQng thu$c So phai tudn theo c6c quy dfnh srr dung dich
vu internet do c6c co quan nhd nucrc co thArn quytiin ban hdnh.

Di0u 6. Sn'dqng rnang mrly tinh, thi khodn ngu'd'i dtng
l. Cdng ch[rc, r'iCn ch[rc khi truy c{p rn4n1r rn6y tinh co quan s0 dugc

cAp tai khoan ngucri dtrng (Accorurt), chiu tr6clr nhiQnr bao darn bi mat tdi

khodn dugc cAp; dtrgc ()udn tri rnpng phdn c1uy6n khai thac oc, sc, dir liQu, dich
vp tr6n mang theo chuc ndng, nhiQrn vu dtrgc ph6n quy€n.

2. Miy tinh c6 nhAn bat buQc phai ttat rnflt khAu cua rn5i nguoi dung,

khdng cuug cAp rnat khAu cho ugu(yi khac. C6c tlru nruc chia se file dung

chung phai d4t rnft khlirr riOng d0 bao clarn an todn l'ile dtr liQu.

3. Cdng chirc, vierr ch[rc khOng su dgng lnang rn6l,tinh co cluar] d0 khai

th6c, luu trir dir liQu trt) choi, chuong trinh giai tri kh6ng ldnh manh, co nQr

dung d6i tary.
4. Quan tri rn4ng cLurg c6p tdi khoan, rnpt khAu cho khach dOn liirn viQc

co nhu cAu khai th6c rnang wif i cua So sau khr duoc l-dnh dao Scr d6ng y.

5. Su dung dtch r rr "'l'hu c1ieln tu"
a.HQ th6ng thu diQn tu c6ng vp (ernail c0ng vti) cura So co diq chr:

http://rnail I .hungyen. gov.vrl.

b. ViQc sir dyng tai khodn ernail c6ng vs phdi tu6n thfr theo Quy6t dinh

Quy6t dinh s6 08/2017/QD-IJIINI) ngdy 216120 l7 ctra Uv ban nh6n ddn tinh
Llung Y0n vd tlan hdnh (luy chO qLran ly va su'dqrng hQ th6ng thu cdng vu trnh

Hung Y0n.

0. Cap nhft, khai thdc c6c co sd dir liQu (CSDL) dilng chung, CSDL
chuy6n ngdnh, dich vu hdnh chinh c6ng, th6ng tin tr6n mang internet, 'lrang
'Ih6ng tin diQn tti, cao phAn rndrn dtng cltuttg: C6c dryrt vi can cfr vdo chuc

ndng, nhiQrn vlr cria don vi, chi ctao clruyOn vi6n phlr trtch cpp nhpt, su dpng

va khai thdc c6c CSDI dirng chur-rg, CSI)I- chuyOn ngiirth ctia Stv hiQr.r qud,

dirng rnuc dich; t6 chuc cung cAp c6c dich vu hdnh chinh c6ng tr€n rn6i trucrng

mang, sir dpng c6c phAn rn0rn ding churtg theo diurg quy c1inh.

(]TIUONG III
QtJY DrNr I V',E IIAO Ma'l' VA AN 'IOAN 'IHoNG 'l'lN

Di6u 7. Quy dinh vd an tohn hQ th6ng
l. ViQc bat, t6t ntiiy tinh, may irt,... pltai thuc thco huong dAn str drrng

thi6t bi, han ch6 t6i da vi0c t6t dqt ngot thitft bi.



2. Nguo'i trtlc ti6p sti dtlng rn6y tinh kh6ng cltrgc vfn chuy6n, di doi tlri6r

bl CNTI'trong co quan khi chua clugc Ldnh dao ddng y'

3. I(h6ng dat cdrc vqt cirng de lOn h0 th6ng cldy diQrr, cap k6t n6i tir ntrt

mang c10n rnziy tinh. Ngutyi su clr,rng khong clttrvc tr,r y cai dat chuong trinh,

p5A1 110rn v'acr rn6) tirrh cua co quan, tte u ccl ttlttt cAtt phai bdo c6o cho quan tri

rnang co qlarl bi6t vA phai duqc sg clorrg y ctia Quan tri rnang rnoi dttgc czii

dat

4. CAu hilh mp1g, vi tri thiet bi, quy dtnh dta chi IP, t$rr rn6y tr4nt, m6y

chu, rrlr6rn larrr viQc (Worl<group), rdrtg lArn vi0c (Dornairr) duqc cluy dinh vd

th6ng rrhAt tai dcrn r,'i rninlt qtran lv clo can b0 qrran tri rn4ng thi6t lflp.

5. Kh6ng tq y thay c16i t0tr rnay, r,vorkgroult, dotnain, dia chi IP mhy tinlr

n6u khdng co srr dolg y cria Quan tri rn4ng. 'l'rutrtrg hqp lip dat thdrn rn6y tinlr

rnoi hoac rndy rinh bi l5i cAn phai cai clat lai h0 diOu hanh phai li6n h0 Quan tri

mang de duqc lrtrong d6n cai dat tlr6ng s6 rnay tinlr ngtriri str dgng.

6. Cdc tlr6rrg tirr khi di chuy0n tu'ir clia ngoai, IJSI], dTa Cl), VCD,.DVI)

va c6c thtr diQtr t[r trutic l<hi tai vc phai l<r$rn tra. qttet virus.

7. Khong truy c4p cAc trang wcb khorrg bi6t rd ttgu6n g6c. Nghidrn c6nr

rnqi 5dn6 vi cdi clat |oac phat tdrr virus vdo h0 th6ng rn6y tinh. Kh6ng dugc

xarn nhap tr6i phep vdo cdc m6y trarn cua cac pltong, ban, dcvn vi vir c6c rnAy

trarn trong hQ tlr6ng cira Scy. trtr trtrcntg hqp cltrqc sU thoa thu0n chia se thdng

tin.
8. Cac ket noi b6t thuong. khong thu$c lo'p IP, tOn truy c{p theo qtry

dlnh cga don vi khi phat hi0rr kef rr6i vao lnang se bi ngit ra ngodi.

9 Ket tb(rc ngdy larn viQc, y6u c6u ngui,-i stt dung phai tho6t khoi ciic

chuong trinh plAn m6rn, tit rnay tinh dirng qu)/ trinh. Hiirrg thang m6y chti vA

cac thi6t bi phai duqvc ki6rn tra, bao dtro'ng d!nh l<j"

10. Qudn tri rnang chtu tr6ch nhiQrn dirn bdo an todn th6ng tin truy0n

din va dir 1i0u luu tr$n rnang rnriy tinlt. Ap dung cac biQn phap ddrn bdo an

nrnh, bacl rndt nhitng thong tin trOn mang rn6y tirrh.

Di6u 8. Quy rlinh ,i, beo mit vi an toin du IiQu

I Kh6ng k$t n6i mang LAN. hrternet. mang WAN d6i voi rn6y tinh c6

lhdn chuydn dirng su dung soqrr thao vin batt, ltnt trir tar liQu rnflt, tdi li0u liOn

quan d0n bi rniit quoc gia theo cluy dinh tpi C'6ng vAn s6 648/VPCP-Q'I'TV

ngay 141812006 cua VIn phong Chinh phir.

2. Nghi0rn cAm hanh vi clO l0 tlrOng tirt rttiil'ch[t, rn6y tinh oa nhdn (rne1t

kh6u, t$n truy cfp rnay chu, dia clrr IP) clro cAc d6i tuqng khac. Kh6ng chia sc

duong trly6n [.AN, WAN co cltlall, dcrn vi ra ngoiri co quan, divn vi d6 phorlg

de l9, truyAn tlr6ng tin n6i b0 va xArn nhfp trdi phep viro rn6y chu. Qudn trt

mang va b0 ph{n Van thu [,uu trir phai co oam l<0t uO bAo v9 bi rn0t nhd.nuoc

theo cluy dinh.

,
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3. Nguoi su dung phai d6i rnAt kh6u cd nhdn nga)'sau khi nh6n dugc t6n

tdi khoan va rnat khAu tlang nlr6p clo quan tri mgng, cung cAp, klr6ng c10 rngt

khAu rnat dinh clo quan tri rn4ng cung, cAp. Khi diit nrdt khau rntii phai cii toi

thi6u ld 8 ki tU, bao g6rn: l<y t1r in lt<la (A, [], C., .), ky tu tltutrng (a, b, c, . )

ky tu s6 1t,2,3,4,5,6,7,u,9,0), vd ciic ky ty dac bi0t ($, *,@,.). Ntiu qu6n rnf't

khAu hoac

kh6ng clang nh4p clugc phai liOn h0 vcri quan tri rrriurg d0 cAp rnat khAu

"rnoi. l'u chiu tr6ch nhie:rn viOc bito r,0 dir liQu rnril'tinh rtugc giao su drrng. k6

cd tdi nguy0n dugc chirr se Kh6ng dugc xoa dri liQu darrg dugc chia se trong
hQ th5ng mang

4. Neu c6ng chirr', vi€n chirc nghi cdng tdc hoic chuydn c6ng tac phai

biin giao thi6t bi, tOn tlrry cqp, rnfrt klrdu truy cfp cho nguoi thay th6. Nguoi
thay th6 c(l tr6ch nhi0m ph6i hop vtii Quan tri rnqng d0 ti6n hanh thay d6i.

5. Khong dern o e[nrg,, (lll)l)t r,'a o cung ngodi (co ch[ra dri li0u) ra khoi

co quan, dcrn vi, trtr truivng hqp 0 c(rng bi hong cin sua shria phar durgc plrep

cua Qudn tri rn3ng. f)6i vrii nhirng m.1y co dir liQu li6n quan d6n bi rnAt nhd

nuryc, bi rnflt an ninh qu6c gia, tdi liQu co tinh chAt quan trgng, nh7y cdm tuyQt

A6i ttrOng dtrgc dua ra lthoi co quan. 1'nrcrng hqp 6 cirng ctra rn6y tinh ndy bi
hu hdng kh6ng cdn khir rtdng su cllrng thi crv quan ttr huy d0 darrr bao an todn

.thdng tin. Xcia dir liQu liOn cluan clOn c6rrg viQc trong LISII cd nhdn trutic khi
dua USB cho nguoi khiic sur dyng (trir nhirng dir lieu dugc phep cung c6p, trao
d6i)

6. Quiin tri rnang co nhiQrn vrr: Sri dung thi0t br tuong ltia (Firewall)
dugc trang bi de thi0t lap bao rnat, ngan ngira xiirn nhap tu'b6n ngoai. Xri ly sy

c6 theo ch[rc ning nhr$rn vu duqc giao, bao c6o kip tho'i d6n t,anlr dao d0 co

biQn phap kh6c phsc srr c6 xay ra 1n6u co). C6 trdch nhiOrn bao v0 h0 th6ng
rnay chti vd ctv so dir li0u co quan bang rnat khAu quan tri, dam bao chuc.rrdng

plrsc h6i t6t nh6t khi hQ th6ng xay ra srr c6.

7 DOi voi rnay vi tinh co s6 liQu kO todn vii cac s6 liQu cluan trgng, cAn

phdi luu trli dri liOu dtr phong. C0ng ch[rc, vi0n ch(rc co tr6ch nhiQrn tg luu trir
dg phong dir liQu d0 darrr bao an todn dil liQu khi c6 s1r c,i xay ra va quiin ly dir

liQu du phong d6.

Di6u 9. Xt'lf sy'c6
Trong qud trinh sri dyng va khai th6c mang n$i b0 tai co quan, don vi

khi co su c6 xay ra cac don vi, ca nhan phai kip thor th6ng bao d6n Quan tri
A(

mang v6 su c6. Quarr lrj rn4ng tien hanh lAp bi0n bdn v0 su c0, tirn hr0u

nguydn nhdn su c6 ddnr,, thtyi b6o cao Lanh dao phu'ong dn x[r ly. 'l'ruong hqp

nhirng l6i str c6 kh6ng khdrc phpc cluqc thi Quan trl rntrng bao cao voi LSnh

dao vd dC xuAt giai phtip xu ly phir hcrp.
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CIITION(; IV
KI{I.]N'I'I II 1.()N(;, K1' 1,tIA'I'

Di$u 10. Cac Phong, ban, dctr vi, can b$, cong chirc, vi6n chirc, ttgucri

lao dglg trgc thu$c S<y phAi chAp hAnh nghi0rn Quy ch6 ndy. N6u vi ph4rn thi

tiry theo tinh chAt, rnirc d0 se bi xtr li, l.i luflt thco quy d1nh.

I)i6u I l. P|ong, barl, clcyn vi, ciin b0, cong chfrc, vi6rt clrirc, ngtroi lao

clQrrg trgo tlruQc Scr tlrrLc hiQrr t6t Quy' clrc clrloc rct thi clua l<ltett thuong hang

66rn. Nguoi philt hiQrr, trgln charr kip tlrbi cac ltdnh vi vi pharn sE dtrgc khen

thuong theo Quy ch0 thi clua khert thucrng ctia So'.

CHIJONG V
DII]TI KIIOAN 'TIII IIANII

Di6u 12. Qu1 ch0 nay dtrqc plrd bi6n d6n tAt ca cdng cltirc, viOn chirc

qra Scr vd c6 hiQu luc k0 ttr ngziy ky ban hdnh. Grao trach nhiOrn Ch6nh Vtrrt

phong Scy tfueo ddi, d6n cl6c tinh hinh thgc hiQn Quy ch6, beo c6o Gi6rn d6c

Scr.

Di6u 13. Trong quA trinh thr.lc lriQn n6u cAn b6 sung, sira d6i, cbc cA

nhAn. 6cyn vi grri kr0rr ngh! vd Scr N0rrg nghiQp va P'fN'f (c1ua V[n phong So)

cl€ tdrrg hgp trirrh Gr6rn d6c Scv xctn xit. c1uy6t dtnh.

Didu t4. C|anh Van phdng So,'l'h[r truurtg c6c phong, ban, don vi trr,rc

thu6c So, trong phnrn vi chirc ndng, nhi0rn vu co trdch nhi0m chi dao, huong

a6n, t iO,, tra vA d6n d6c thuc hiQn Qtry oh6 nitl'.@


